


Service description

e Advanced mass Forensics: on logs, network, systems (hard drives,
smartphones, hardware).

¢ Reverse engineering: malware analysis, proprietary and dedicated
sandboxing, 3D analysis (dynamic, static, behavioural)

¢ Penetration tests: vulnerability assessment, standard penetration

Detailed description testing and APT simulations.

¢ Incident Response: emergency response, preservation of evidence,
triage and investigation assistance.

e Consulting: threat intelligence, Active Directory audit, awareness
sessions and demonstrations, other kinds of reports related to
information systems’ security.

e 9am-6pm, Monday-Friday
Opening hours ¢ During service hours, the team is reachable by telephone or e-mail.
¢ Immediate set up of a crisis team if needed.

¢ Time to acknowledge an analysis request (incl. quotation): 1 business hour
¢ Time to consolidate activity planning (including agreement

on the reports’ delivery time): 1 business day
® Time to activate a crisis team: 2 business hours

Service level agreement

For each request:

e Customized final report

Deliverables * \Wrap-up presentation performed by experts
A secured and dedicated web portal is available to access and exchange
documents.

e Unit of work-based Frame Contract

ARENEED @it e Packages of 15, 25, 50, 100, 200, 400 units of work
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